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ABSTRACT

The scientific paper examined the possibility of developing an
advanced healthcare management system in Iraq using Cisco
Packet Tracer software. The article stated that the software
above has the potential to speed up network management
operations and reduce expenses incurred in maintenance and
repair activities. In addition, the article explained several
challenges that may arise while implementing the innovative
hospital management system, including providing the required
technical expertise, infrastructure provisions, and procedural
measures necessary to protect the confidentiality of patient
and employee information. The study confirmed that
implementing an intelligent hospital management system in
Iraq can improve healthcare quality, mitigate medical errors,
enhance employee communication, and reduce disturbances
within the hospital setting. Furthermore, this intervention is
expected to enhance the efficiency of resource and inventory
management and increase patients' experience and
satisfaction with healthcare services. The article concludes that
achieving the desired results in implementing a smart hospital
management system using Cisco Packet Tracer software
depends on the collaborative contributions of employees,
managers, and technical professionals. This initiative is
expected to enhance the hospital's ability to provide
exceptional medical services and effectively meet patients'
diverse needs.

1. Introduction

Iraq's healthcare system must be updated to
improve patient care and boost productivity. With
the aid of the Smart Hospital Network initiative, the
Iraqi healthcare system can accomplish these
objectives. The critical components of the Smart
This proposal describes the Hospital Network
Foundation and how it might be used in Iraq (more
will be covered in the following parts).

The Internet of Things (IoT) is a network of millions
of sensors and intelligent gadgets. With linked
devices and sensors, data gathering and exchange
are both feasible. Aggregated data are used for
assessment by many entities, including homes,
businesses, communities, governments, hospitals,
and people [1]. The Internet of Things (IoT) enables
inter-object communication. The number of other
objects is growing swiftly, and for them to connect
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through the Internet, each one must be able to be
individually identified. The Internet of Things (10T)
is a clever and well-known concept that has offered
a fresh perspective on efficiency, accuracy, and
improved economic advantages for the Internet
[2lmade this suggestion in 1999. Intelligent
buildings "utilize technology and processes to
enhance operational efficiency, safeguard the
health and safety of occupants, enhance employee
productivity, and minimize their environmental
impact. Smart hospitals are one example. Safety
and health are essential in reducing patient stress
caused by long wait times, streamlining activities
for healthcare personnel, and providing high-
quality treatment to those in need [3].

The H-IoT field, including internet-connected
devices, sensors, and healthcare software, is
proliferating. The goal is to enhance patient
outcomes, boost efficiency, and cut costs with real-
time data, predictive analytics, and remote
monitoring. H-IoT applications include wearable
devices, remote patient monitoring, telemedicine,
and intelligent hospital systems [4]. H-IoT has the
potential to revolutionize healthcare delivery with
Al and machine learning for personalized and
efficient care. Data confidentiality and safety must
be addressed for secure and effective H-IoT use.
The [oT is a promising technology in healthcare [5].
we Conducted a comprehensive review of H-IoT in
healthcare. This study examines the technological
advancements in H-IoT and the challenges that
must be addressed. Rodrigues et al. Further
research is essential to address current H-loT
challenges. Our thorough review will be valuable
for researchers, tech specialists, healthcare
providers, and the general public looking to
enhance H-1oT [6]. Researchers have developed a
strong cryptosystem for secure MRI image
transmission in H-IoT environments. The study
investigates the dynamics of a 2D trigonometric
map with infinite solutions. This text utilizes phase
portraits, bifurcation diagrams, and the Lyapunov
exponent to illustrate the map's complex dynamics.
The proposed cryptosystem is highly secure and
suitable for H-IoT in the medical image
transmission field [7].

In this article, the design and implementation of the
suggested innovative hospital taken as a scale
model of the Medical City Hospital (the main
headquarters) and Baghdad Teaching Hospital,
considered the sub-headquarters, were done using
simulation software from Cisco Pact Tracer. For
instructional reasons, students registered in the

Cisco Networking Academy program can utilize
Cisco Packet Tracer, a network software for
simulation and visualization. Since Packet Tracer
utilizes little hardware, runs on many different
platforms, and doesn't require much, it is
occasionally used as a substitute for actual
hardware[8]. Some I0oT and brilliant network
research will be covered in the following part. We
analyzed various publications that are closely
relevant to the current study, which examines the
design of an innovative hospital, smart home, or
smart city using a packet tracer due to the absence
of scientific research on creating and implementing
a smart hospital.

2. Related work

In 2006, Patrik Fuhrer and Dominique
Guinard [9] explain how RFID technology is used in
healthcare to enhance patient safety, streamline
administrative procedures, and eliminate mistakes.
The article begins with an overview of RFID
technology, including its core ideas and standards.
It provides an example of an RFID-enhanced
hospital and explains how RFID may be utilized to
create a smart hospital. The article also introduces
the RFIDLocator application and demonstrates
how it may be set up for usage in a medical facility.
The paper's primary accomplishments are outlined
in the conclusion and several outstanding issues
that must be resolved before the healthcare
industry completely embraces RFID. The study
provides examples of hospitals that have used RFID
technology, including the Massachusetts General
Hospital and the Saarbriicken Clinic Winterberg in
Germany.

In 2017, DMHT Dasanayake et al. [10] presented
"WARDBOT," a smart hospital ward management
system that employs a mobile robot to manage
hospital wards effectively. By utilizing automation
and technology, this creative idea seeks to improve
the overall administration of hospital wards. The
WARDBOT system helps with various duties inside
the hospital ward, resulting in better patient care,
more efficient operations, and better resource use.
The system offers an efficient method for managing
hospital wards using mobile robotics and smart
technology, possibly altering how medical facilities
run.

In 2018, Istabraq M. Al-Joboury and Emad H. Al-
Hemiary [11] presented a study that uses Cisco
Packet Tracer to verify a suggested cloud-based
architecture for people living with asthma and is
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included in the literature review of this publication.
In this design, a temperature sensor collects
patient-provided temperature readings and
transmits them wirelessly to the cloud. The study's
authors put this suggested architecture into
practice. According to this literature assessment,
the Cisco Packet Tracer can be helpful for
mimicking Internet of Things applications, such as
medical monitoring systems.

In 2019, Mayaga Elsaid et al. [12] released a paper
that analyzes intelligent houses. Numerous
research projects have been conducted to develop
and evaluate safe, smart houses for older adults.
Remotely controlled home automation systems
have been created using cloud computing and
Internet of Things (IoT) technology to meet the
requirements of those who live alone, especially
older people, by offering security, comfort, and
health monitoring. These technologies have been
proven to be highly safe and successful in
enhancing more senior citizens' daily lives in their
homes through a practical analysis. For those who
live alone, especially older adults, the use of IoT
technologies in the design of smart systems has the
potential to offer comfort and protection. It might
provide a remedy for the problems people
experience.

In 2020, Faris A. Almalki[13] showed a 5G
implementation for smart buildings utilizing IoT.
Using visual simulation tools, a virtual network is
designed with Cisco Packet Tracer. This article
sought to create a smart building structure with 5G
technology in communication and interaction with
the Internet of Things (IoT) devices to increase the
building's energy efficiency, comfort, and security
level. Cisco Packet-Tracer software utilizes VLAN
technology to classify various networks and
allocate them to IoT devices. The structure, energy
efficiency, and sensor data from IoT devices were
gathered. The findings revealed a noticeable
improvement in comfort, safety, and energy
economy through Tracer's implementation of
VLAN technology.

In 2020, Banu Calis Uslu and Ertug Okay, Erkan
Dursun [14] introduced The investigation of the
variables influencing loT-based clever hospital
design as the primary emphasis of the paper's
literature review. It discusses how the healthcare
industry is undergoing a digital transition and how
[oT technology might help improve healthcare
management systems. This study presents a five-
layered IoT architecture for intelligent hospitals,
and each layer's technological infrastructures and

efficacy are examined. It thoroughly examines
innovative healthcare environments' prospects,
technology, and optimization considerations. The
study also emphasizes the scope and dimensions of
big data analytics in real-time and intelligent
computing in smart hospital architecture. The
study attempts to offer a road map for managers,
system developers, and academics interested in
improving the design of smart hospital systems.

In 2021, S. Rava[l5]li and Dr R. Lakshmi
Priya [16] proposed research to develop and
deploy an Internet of Things (IoT)-based
innovative hospital. A collection of wireless
actuators and sensors has been included in the
design to enhance the hospital's functionality and
increase its efficiency. The program was developed
using the Raspberry Pi operating system, and a
prototype for the smart hospital was created
utilizing a communication and networking
technologies platform using the Packet Tracer
package. Critical variables like temperature,
humidity, air quality, and noise were evaluated to
assess the smart hospital's functioning. The
outcomes demonstrated that a smart hospital
might lower expenses while raising the standard of
medical treatment. The article also reached some
conclusions and recommendations that can help
improve health care in different hospitals using loT
technologies.

In 2022, Nesreen Alsbou et al.[16], The article
described the designing and implementation of a
smart hospital via Internet of Things (IoT)
technologies. The design uses sensors and wireless
controllers to improve the hospital's performance
and efficiency. Cisco Packet Tracer was used to
design the initial model, while Raspberry Pi was
used for implementation. The hospital's
performance was evaluated in a simulated
environment, measuring key indicators such as
temperature, humidity, air quality, and noise. The
results showed that smart hospitals can improve
healthcare quality and reduce costs. The article
concludes with recommendations to improve
healthcare in different hospitals using IoT
technologies.

In 2023, Md. Harun-Ar-Rashid et al. [17] explored
utilizing the Health Level Seven (HL7) standard to
construct an IoT medical picture monitoring
system on a hospital database. By delivering real-
time updates on patient states and medical image
data, the design seeks to improve the accuracy and
efficacy of medical image monitoring. The article
goes into the architecture of the system and its
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many parts, such as the sensors, the data-gathering
module, and the HL7 interface. The system has
undergone hospital testing and demonstrated
increased accuracy and efficacy in monitoring
medical images. Overall, the study emphasizes the
necessity of uniformity in transferring medical data
and the potential advantages of IoT systems in
healthcare.

3. Internet Protocol Overview (IP)

An IP address may be an arrangement of numeric
values isolated by periods. IP addresses are spoken
to as a set of four numbers. Each number inside the
set features a run from 255. Consequently, the total
extent of IP tends to range from 0.0.0.0 to
255.255.255.255. [P addresses are not haphazardly
created. These addresses are scientifically inferred
and distributed by the Web Alloted Numbers
Specialist (IANA), a department of the Web
Enterprise for Relegated Names and Numbers
(ICANN). ICANN, a non-profit organization built in
the United States in 1998, plays a pivotal part in
keeping up the security and openness of the Web
for all clients. At whatever point a person registers
a space on the Web, the method includes a space
title enlistment center that transmits [18][19].

3.1 IP Address Classes

The private IP address is the internal address used

within a local network.

The IANA organization has allocated IP addresses

in a specific manner, defining ranges within each

class that users are authorized to use and

identifying off-limits addresses. When you take

action, it involves the allocation of IP addresses

within your local network. We will provide you

with a specific range that must be used as the basis

for distributing IP addresses. The category in which

we allocate IP addresses is the Private IP range [20]

[21].

The domain for which I have permission to use is:

1 Class A ranges from 10. 000 to 10255255255

2 Class B range extends from 172. 1600 to
17231255255

3 Class C ranges from 192. 16800 to 19216800.

3.2 A Public IP Address

The public IP address is the unique identifier for
when you are connected to the Internet or a device
outside of the local network.

This means that while working within the internal
network, you use a Private IP inaccessible from the
Internet. When you wish to access the internet, you
connect to the router. The router contains both an
internal and an external user interface. The internal
interface uses the Private IP within the local
network, allowing internal devices to connect to the
Internet by having the router communicate with
the Internet Service Provider (ISP). This company
offers its customers the ability to attach to the
Internet. When you are connected to the ISP, the ISP
establishes a network between itself and you
without our knowledge and automatically provides
the external interface. The Internet service
provider assigns the router an IP address through
its corresponding interface, creating a network
connection between the router and the ISP. This
assigned IP from the ISP is known as the Public IP
[22][23].

In brief, a Public IP is the unique address assigned
to me when I go online, which means that all
devices must use a Public IP to access the Internet.
Private IPs cannot be used to connect to the
Internet. Instead, every device within the local
network accesses the Internet using the IP address
assigned to the router by the ISP located in the
country. The ISP company acquires Public IP
addresses from the IANA organization and pays a
significant amount for a specific range to distribute
to routers. Once assigned, the IANA organization
does not allocate that same range to the ISP
company again, ensuring the router's public IP
belongs to the ISP. It is not possible to replicate it
using a different router's Public IP [24].

4. Methodology

The present topology utilized the following steps to
design the hospital:

4.1 Network Design and Beatification

Below will be explained the design of our network
as shown in the figure 1:
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Figure 1. Proposed Topology

4.2 Basic Setting to All Devices Plus SSH on
the Routers and 13 Switches

When setting up a network, devices must be
configured with unique IP addresses and subnet
masks for communication. The default gateway,
usually a router's IP address, is necessary for
devices to communicate with other networks. A
DNS server is required to translate the domain
name to IP address. To enable remote access and
management, it is recommended that SSH be
configured on routers and switches. Configuration
is typically done through a console cable, CL], or a
web GUI,
With commands varying by device model and
manufacturer.  Referring to the  device
documentation is recommended for specific
instructions.

4.3 VLANs Assignment Plus All Access and
Trunk Ports on 12 and 13 Switches.

VLANSs divide a network into separate broadcast
domains for improved performance, security, and
management. VLANs are configured on switches,
and ports on switches are assigned to specific
VLANSs. The process involves creating unique VLAN
IDs and names, setting VLANSs to access and trunk
ports, and configuring VLAN tagging on trunk ports
to accept traffic of multiple VLANs toward pass-
through. Access ports can only be assigned to a
single VLAN, while trunk ports can carry traffic
from multiple VLANs. Configuration is typically
done through the switch's CLI or GUI interface, with
commands varying by manufacturer and model—
these results as shown in Table 1.
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Table 1. Layer one in each network (port connections)

HQ Hospital Branch Hospital
Device Name Port No. VLAN No. Device Name Port No. VLAN No.
MLOCS Department NSO Department
MLOCS-SW Fa0/1-2 10 NSO-SW Fa0/1-2 80
MLOCS-PC Fa0/3 10 NSO -PC Fa0/3 80
MLOCS-AP Fa0/4 10 NSO- AP Fa0/4 80
MLOCS-Printer Fa0/5 10 NSO- Printer Fa0/5 80
Other Devices Fa0/6-24 10 Other Devices Fa0/6-24 80
MER Department HL Department
MER-SW Fa0/1-2 20 HL-SW Fa0/1-2 90
MER -PC Fa0/3 20 HL-PC Fa0/3 90
MER -AP Fa0/4 20 HL-AP Fa0/4 90
MER -Printer Fa0/5 20 HL- Printer Fa0/5 90
Other Devices Fa0/6-24 20 Other Devices Fa0/6-24 90
MRM Department HR Department
MRM-SW Fa0/1-2 30 HL-SW Fa0/1-2 100
MRM-PC Fa0/3 30 HL-PC Fa0/3 100
MRM-AP Fa0/4 30 HL-AP Fa0/4 100
MRM- Printer Fa0/5 30 HL- Printer Fa0/5 100
Other Devices Fa0/6-24 30 Other Devices Fa0/6-24 100
IT Department MK Department
IT-SW Fa0/1-2 40 IT-SW Fa0/1-2 110
IT-PC Fa0/3 40 IT-PC Fa0/3 110
IT-AP Fa0/4 40 IT-AP Fa0/4 110
IT- Printer Fa0/5 40 IT- Printer Fa0/5 110
Other Devices Fa0/6-24 40 Other Devices Fa0/6-24 110
GWA Department BR-GWA Department
CS-swW Fa0/1-2 50 FIN-SW Fa0/1-2 120
CS-PC Fa0/3 50 FIN -PC Fa0/3 120
CS-AP Fa0/4 50 FIN -AP Fa0/4 120
CS- Printer Fa0/5 50 FIN - Printer Fa0/5 120
Other Devices Fa0/6-24 50 Other Devices Fa0/6-24 120
GWA Department BR-GWA Department
GWA-SW Fa0/1-2 60 BR-GWA-SW Fa0/1-2 130
GWA -PC Fa0/3 60 BR-GWA-PC Fa0/3 130
GWA-AP Fa0/4 60 BR-GWA-AP Fa0/4 130
GWA- Printer Fa0/5 60 BR-GWA- Fa0/5 130
Printer
Other Devices Fa0/6-24 60 Other Devices Fa0/6-24 130

Switch port security to the finance department.
Switchport security is helpful within a hospital
network to limit access to network resources for
departments or individuals. This process
configures ACLs on switch ports to restrict device
connections. This mechanism helps prevent
breaches and improve security integrity by limiting
unauthorized access. To apply switch port security
to a department, first, determine the specific switch
ports the department uses. Customize security
settings, including device limit and MAC address
constraints. Testing switch port security is
essential for its correct operation in academia.
Switch port security in the hospital network
protects  sensitive data, upholding data
confidentiality and integrity.

Subnetting and IP addressing.

Subnetting and [P addressing are crucial for
network communication and management in our
enterprise. Subnetting divides networks for
optimization, security, and management. I[P
addressing uniquely identifies network devices for
communication. To subnet and assign IP addresses
in a smart hospital enterprise, follow these steps:
The present discourse aims to provide an academic
analysis of the given text. To ascertain the network
necessities, the number of subnets required, the
number of devices per subnet, and any distinct
network prerequisites must be appraised.

In academic writing, the text provided can be
revised as follows: 2. Over the years, advancements
have been made in numerous fields, leading to a
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wide range of improved technologies and
methodologies. As a result, these developments
have significantly impacted various societal aspects
and have brought about substantial
transformations. The selection of a subnet mask is
paramount as it plays a pivotal role in delineating
the total count of subnets and the number of
devices that can be effectively hosted within a given
network. One potential way to rewrite the text in a
more academic style could be as follows: The given
passage presents an opportunity to express the
information in a scholarly manner. The subnetting
process entails partitioning a network into smaller
and distinct logical subnets, which is done by the
requirements identified during the initial step.

The allocation of IP addresses is performed to
associate each device within the network with a
respective subnet. Subsequently, it is crucial to
subject the network to comprehensive testing
procedures to verify seamless communication
among all devices and achieve optimal network
performance. By subnetting and assigning IP
addresses in a smart hospital enterprise, the
network can be efficiently managed and optimized
to meet the needs of different departments and
applications within the hospital. Base addressing:
192.168.100.0

5. HQ Hospital

The IP configuration is shown in Table 2: Branch
Hospital. The IP configuration is shown in table 3:
Server-Side Site. The IP configuration is shown
in table 4: The IP Addressing configurations
between Switches and routers are shown in table 5

Table 2. [P Addressing Between the Routers and layer-3
switches

No. Network Address

HQR1-HQMLSW1  192.168.102.80/30
HQR1-HOQMLSW?2  192.168.102.84/30
HQR1-HOQMLSW1  192.168.102.88/30
HQR1-HQMLSW1  192.168.102.92/30
HQR1-HOQMLSW1  192.168.102.96/30

Between the routers and ISPs

Public IP  addresses 192.168.136.17.0/30,
192.168.136.17.4/30, 192.168.136.17.8/30, and
192.168.136.17.12/30

6. OSPF on the Routers and 13 Switches

OSPF routers are crucial in a smart hospital
network, ensuring reliable and secure
communication between computers, servers,

medical equipment, and IoT devices. OSPF routers
create a network topology map using a link-state
database containing detailed information about the
network's links, such as bandwidth, delay, and
reliability. In the smart hospital scenario, OSPF
routers are configured with an OSPF process ID,
and their interfaces are enabled for OSPF. They
discover neighboring routers by exchanging OSPF
Hello packets, generate Link-State Advertisements
(LSAs), maintain an LSDB, calculate the shortest
path using the Dijkstra algorithm, build a routing
table, share information about routes, and support
load balancing. This dynamic approach allows
routers and switches to dynamically adapt to
network changes, finding the most efficient paths
for data packets and ensuring reliable and
optimized communication between devices within
the hospital.

Static IP address to Server Room device.

In the context of this intelligent hospital, a static IP
address refers to a predetermined and unalterable
numerical label designated to a particular device
within the server room. In the intelligent hospital
setting, a static IP address corresponds to a fixed
and unchangeable numeric identifier assigned to a
specific device in the server room. Within this
intelligent hospital, a static IP address is a set and
unmodifiable numerical tag given to a particular
device in the server room. In the context of the
intelligent Rephrase hospital, a static IP address
represents an established and wunchangeable
numeric label assigned to a specific device in the
server room. The acronym IP denotes Internet
Protocol, comprising a codified system of
regulations that govern the establishment of
communication channels among interconnected
devices within a network. A Dynamic Host
Configuration  Protocol (DHCP) server is
responsible for the automated allocation of
dynamic IP addresses, whereas static IP addresses
are assigned manually to individual devices. These
addresses confer many advantages, encompassing
dependability, ease of use, protection, and the
ability to discern devices. In the healthcare
environment, network administrators must
meticulously plan and coordinate static IP
assignments. This practice is advocated to
circumvent conflicts, guarantee uninterrupted
communication, and proficient management of
vital systems.

Table2.1oT devices sitting in the network.
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Department Network Address Subnet Mask Host Address Range Broadcast Address
MLOCS 192.168.100.0 255.255.255.192/25 B O 192.168.100.63
MER 192.168.100.64 255.255.255.192/25 B o a0 192.168.100.127
MRM 192.168.100.128 255.255.255.192/25 12321%812801?830 192.168.100.191
IT 192.168.100.192 255.255.255.192/25 12321%81280122:0 192.168.100.255
cs 192.168.101.0 255.255.255.192/25 B 192.168.100.63
GWA 192.168.101.64 255.255.255.192/25 B e e 192.168.100.127
Table 3. Branch hospital IP Addressing
Department Network Address Subnet Mask Host Address Range Broadcast Address
NSO 192.168.101.128 255'25257'255'224/ 1959126%%0%011235;0 192.168.101.159
HL 192.168.101.160 2o2on s 22al 19208 OLILE 10 192.168.101.191
HR 192.168.101.192 2525255224 192108100193 1o 192.168.101.223
MK 192.168.101.224 255'25257'255'224/ 19?912??6180.]1..0212.254 0 192.168.101.255
FIN 192.168.102.0 255'25257'255'224/ 1921328123213230 0 192.168.102.31
GWA 192.168.102.32 255'25257'255'224/ 1921362;81é221?)§62 0 192.168.102.63
Table 4. Server-Side Site [P Addressing
Department Network Address Subnet Mask Host Address Range Broadcast Address
SSS 192.168.102.64 255.255.255.240/28 192.168.10265 to 192.168.102.79

192.168.102.78

7. DHCP Server Device Configuration

A DHCP server manages and distributes IP
addresses to network devices. To configure a DHCP
server, identify the device, assign a static IP
address, install DHCP server software, configure
the server, define an IP address pool, configure
lease duration, configure additional parameters,
implement security measures, and test and monitor
the server's functionality. The specific steps and
options for configuring a DHCP server may vary
depending on the device and software used, so it's
recommended to consult the manufacturer's
documentation or user guides for detailed
instructions. A smart hospital may ensure that
every device connected to the network obtains a
unique IP address and other relevant network
setup parameters by carrying out these
procedures.

Inter-VLAN routing on the 13 switches plus IP

DHCP helper address.
Inter-VLAN routing in a smart hospital with 13
switches enables communication between

different Virtual Local Area Networks (VLANSs) for
security, management, and optimization purposes.
To implement Inter-VLAN routing, follow these
steps: VLAN Configuration, VLAN Trunking, Layer 3
Switch, IP Addressing, Routing Configuration, IP
DHCP Helper Address, Access Control Lists (ACLs),
And Testing. The Layer 3 switch handles VLAN
Interfaces, assigning IP addresses to each VLAN
interface, and implementing DHCP services for
devices in each VLAN. Regular monitoring and
maintenance are crucial to ensure optimal and
secure network operations.

7.1 Wireless network configuration.

At this stage, a username and password have been
created for each department's access point, and all
devices have been connected to this network. Each
department now has its private network, as shown
in figures 2, 3, and 4.
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After that, we must link all devices to the access
point in the exact department, as shown in Figure
(5)- Then, the wireless network must be configured,
as indicated in Figure (6). Now, we will do these
configurations with smartphone devices in this
department and all departments in two hospitals.
Do this configuration for all departments in HQ-
hospital and branch-hospital. Note that the names
should be configured with the same Access Point
for each department. The next stage comes after
that, Site-to-Site IPSec, VPN, which will explain the
next step. Site-to-site [PSec. VPN. Site-to-site IPSec
VPN is a secure and private VPN connection that
enables secure communication between multiple
sites or networks. An intelligent hospital
environment consists of interconnected networks
and systems across various locations. VPN gateway
devices like satellite clinics and research centers
are the entry and exit points for secure traffic
between sites. IPSec encryption, a suite of
protocols, ensures I[P communications by providing
encryption, authentication, and integrity. VPN
configuration defines authentication methods,
encryption algorithms, and other parameters for
secure transmission.

Data encryption is encapsulated within an IPSec
packet, with the sending VPN gateway encrypting
and adding IPSec headers. Authentication protocols
ensure that only authorized devices can establish a
VPN connection using pre-shared keys, digital
certificates, or a separate authentication server like
RADIUS. Routing and network integration enable
seamless communication between machines across
different sites, allowing data to flow securely
between them. This configuration is shown in
Figure 7.

HQ-Router (config) #do sh

Figure 7.Nat configuration for HQ router

8. Default Static Route

In our Smart Hospital network, a default static
route is a routing configuration that specifies the
path or next-hop for forwarding network traffic
when no specific matching route exists in the
routing table. It acts as a default gateway, allowing
packets to be sent to destinations outside the local
network. This routing configuration simplifies
network management and enables seamless
connectivity for various hospital systems, such as
patient monitoring devices, electronic health
records, and communication systems. The

configuration details may vary depending on the
hospital's  network infrastructure, routing
equipment, and network topology. Network
administrators typically configure the default static
route to point to the next-hop IP address or the IP
address of the hospital's internet service provider
(ISP) gateway.

9. PAT + Access Control List

PAT (Patient Access Token) and ACL (Access
Control Lists) manage and control access to
resources and areas in an innovative hospital. PATs
are unique identifiers assigned to each patient,
providing essential information about their
identity, medical history, and prescribed
treatments. Conversely, ACLs are rules or
permissions that define who can access specific
resources or areas within the smart hospital. The
hospital administration maintains and manages
these lists, which can be customized based on
patient status, staff roles, and time of day. By
combining PATs and ACLs, the smart hospital
ensures that only authorized individuals, such as
patients, healthcare providers, and support staff,
can access the appropriate resources and areas;
these configurations are shown in Figure 8.

Figure 8. NAT configuration for BR-router

10. Verify and Test Configurations

In a smart hospital setting, proper functioning and
reliability are crucial. A systematic approach to
verifying and testing configurations involves
documentation, functional testing, integration
testing, performance testing, security testing, data
integrity and accuracy testing, user acceptance
testing (UAT), compliance and regulatory testing,
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and documentation and reporting. These checks
ensure the system functions correctly, ensuring
smooth data exchange and communication. UAT
identifies  usability = issues, glitches, and
functionality gaps, while compliance testing
ensures compliance with regulations and
certifications. By following these steps, the smart
hospital system can operate optimally, ensuring
effectiveness and reliability for all stakeholders.

11. Results and Discussion

The research successfully created an advanced
smart hospital network using Cisco Packet Tracer.
This involves establishing VLANs, assigning IP
addresses, and enabling secure SSH on routers and
switches. The implementation showed a strong
network structure that efficiently manages various
hospital operations. Performance indicators like
network delay, data transfer rates, and system
dependability were evaluated. The findings showed
fast data transfer rates and minimal delays, crucial
for monitoring patients in real time and managing
data effectively in healthcare settings. Challenges
emerged while implementing the new system, such
as integrating outdated hospital systems and
ensuring data security. However, these concerns
are efficiently addressed using state-of-the-art
security measures and tailored integration options.
The study's findings validate Packet Tracer's
capability to design hospital networks. The
network's strong performance and dependability
suit critical healthcare operations. In contrast to
conventional hospital networks, the innovative
hospital network developed in this study offers
enhanced effectiveness, adaptability, and
protection. Its performance indicators also show a
substantial enhancement in speed and reliability
compared to current systems. The study results
could lead to the increased use of intelligent
hospital networks, which would significantly
impact future healthcare infrastructure. It
emphasizes the significance of utilizing advanced
networking solutions to improve the delivery of
healthcare and the care of patients.

12.Conclusion and Future Works

A smart hospital network enterprise is a network
architecture that connects medical equipment,
patient data, and hospital operations to improve
patient care and efficiency. The following
characteristics are included in the smart hospital
network enterprise:

Wireless Infrastructure: The competent hospital
network organization will have a wireless
infrastructure allowing medical equipment and
personnel to connect to the network anywhere
within the hospital. High-speed data transfer and
low-latency communication will be possible thanks
to the wireless infrastructure.

IoT Devices: The smart hospital network enterprise
will include IoT (Internet of Things) devices that
can monitor patient vital signs, track medical
equipment, and automate hospital operations. loT
devices will be connected to the hospital's
Electronic Medical Record (EMR) system to offer
real-time patient data and improve patient care.
Analytics and Machine Learning: The smart
hospital network enterprise will include Analytics
and machine learning capabilities to evaluate
patient data and uncover trends that might
enhance patient care. These capabilities will also
improve hospital operations while lowering
expenses.

Security: The business's innovative hospital
network will be built with security in mind. The
network infrastructure will be secured using
firewalls, intrusion detection systems, and other
security measures to protect patient data and
prevent unwanted access.
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